
MCCOY FEDERAL CREDIT UNION
SKIMMING DEVICES – HOW THEY LOOK



SKIMMING DEVICE
This is actual skimming device removed from the ATM card 
reader and this is how the skimming device looks when it is 
actually attached to the ATM.  Notice that the ATM reader looks 
normal on visual inspection.

Without a physical inspection, it is difficult to see any problem 
with the card reader.



SKIMMING DEVICE
This skimming device removed from the ATM card reader looks 
identical when compared with the actual reader.

REAL

FAKE



SKIMMING DEVICE
This is an actual skimming device removed from the ATM card 
reader that was placed on a financial institution’s ATM.  Except 
that it’s detached, the reader looks fairly normal…



SKIMMING DEVICE
This is the same skimming device removed from the ATM card 
reader.  But when you remove the skimming device and flip it 
over, you can see the white adhesive tape and the skimming 
hardware used to capture information from the magnetic strip. 
This particular device has a female connector for transferring 
card information and onto another device which can be used to 
create new cards.



SKIMMING DEVICE
This skimming device removed from the ATM had two 
components.  The second component of the skimming device was 
a camera used to capture members’ PINs.  The camera was 
hidden in the frame around the cash dispenser.  Always tug on 
this frame to see if it comes loose.



SKIMMING DEVICE
This is the backside of the skimming device removed from the 
ATM.  The frame is attached with adhesive and is placed 
directly over the ATM cash dispenser frame.

The camera components are attached to the inside of the frame 
along with a chip to store information.



SKIMMING DEVICE
This is the skimming device removed from the ATM cash 
dispenser.  The frame is attached with adhesive and is placed 
directly over the existing ATM cash dispenser frame.

The adhesive tape is also green.



SKIMMING DEVICE
This is the skimming device removed from the ATM 
cash dispenser frame.  Notice the small hole in the 
corner of the frame.  This is unusual.  The small hole 
provides a view for the camera lens.



SKIMMING DEVICE
Remember:  Just because it looks normal doesn’t mean it is 
normal.  

Always conduct a physical inspection by pulling or tugging on the 
card reader, the cash dispenser frame and the key pad. 

Look for anything unusual such as holes, tape or wires.

Be Aware and Be Safe!




